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1
INFORMATION PROCESSING DEVICE AND
STORAGE MEDIUM, FOR REPLACING A
FACE IMAGE

CROSS REFERENCE TO RELATED
APPLICATIONS

This application claims the benefit of Japanese Priority
Patent Application JP 2012-233709 filed Oct. 23, 2012, the
entire content of which is incorporated herein by reference.

BACKGROUND

The present disclosure relates to an information processing
device and a storage medium.

As transmission of a large amount of data at a high-speed
rate has become possible along with the development of com-
munication technologies in recent years, various kinds of
information communication services have been provided. For
example, users can share their photographed images on social
relation sites such as SNS (Social Networking Service) sites,
or can transmit their photographed images to transmission
destinations via predetermined networks in network simula-
tion games. In such a case, when a user does not want to reveal
his orher own face, or the like, a part of a photographed image
may be processed and then transmitted on a network for the
sake of protection of privacy.

As a technology relating to protection of privacy that is
used to protect portrait rights of a person appearing in an
image, for example, Japanese Unexamined Patent Applica-
tion Publication No. 2001-127990 has been proposed. Japa-
nese Unexamined Patent Application Publication No. 2001-
127990 discloses a technology in which, when a
photographed portrait image is transmitted to a desired trans-
mission destination in real time, an image recognizing device
breaks down a person and a background in the image into
individual objects, and an image processing unit converts
them into other images for each object. The publication
describes that the other images are images of, for example,
composite sketches or facial caricatures.

In addition, Japanese Unexamined Patent Application Pub-
lication No. 2005-236464 discloses a technology in which, in
a video distribution system of a surveillance camera, persons
and regions with no persons are separated, and while video
images of goods are included, video images that do not
include images of visitors to a store (video images in which
the visitors are mosaicked) are distributed. Accordingly,
while protecting portrait rights and privacy of the visitors to
the store, distribution of video images that enable the situa-
tion of the store to be ascertained is possible.

SUMMARY

In the technologies disclosed in Japanese Unexamined
Patent Application Publication Nos. 2001-127990 and 2005-
236464, however, even though privacy can be protected, an
actual video image is unnatural due to such mosaicked por-
tions, composite sketches, caricatures, or the like included
therein, which causes a feeling of discomfort.

Thus, it is desirable to propose a novel and improved infor-
mation processing device and storage medium that can pro-
tect privacy by converting a face image of a person without
causing a feeling of discomfort.

According to an embodiment of the present disclosure,
there is provided an information processing device including
a detection unit that detects a face image region in an image,
a determination unit that determines a human attribute of at
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2

least one face image in the face image region detected by the
detection unit, and a face image replacement unit that
replaces the at least one face image with a natural face image
of another person according to the human attribute deter-
mined by the determination unit.

According to an embodiment of the present disclosure,
there is provided a non-transitory computer-readable storage
medium having a program stored therein, the program caus-
ing a computer to operate as a detection unit that detects a face
image region in an image, a determination unit that deter-
mines a human attribute of at least one face image in the face
image region detected by the detection unit, and a face image
replacement unit that replaces the at least one face image with
anatural face image of another person according to the human
attribute determined by the determination unit.

According to embodiments of the present disclosure
described above, it is possible to protect privacy by converting
a face image of a person without causing a feeling of discom-
fort.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a diagram for describing an overview of an image
processing system according to an embodiment of the present
disclosure;

FIG. 2 is a diagram exemplifying general privacy protec-
tion methods for a face image;

FIG. 3 is a block diagram illustrating an internal configu-
ration example of a server according to the embodiment;

FIG. 4 is a flowchart showing a first face image replace-
ment process according to the embodiment;

FIG. 5 is a diagram for describing face image replacement
according to the embodiment in detail;

FIG. 6 is a flowchart showing a second face image replace-
ment process according to the embodiment;

FIG. 7 is a flowchart showing a third face image replace-
ment process according to the embodiment; and

FIG. 8 is a diagram illustrating a display example of each
image presented from a server to a user terminal according to
the embodiment.

DETAILED DESCRIPTION OF THE
EMBODIMENT(S)

Hereinafter, preferred embodiments of the present disclo-
sure will be described in detail with reference to the appended
drawings. Note that, in this specification and the appended
drawings, structural elements that have substantially the same
function and structure are denoted with the same reference
numerals, and repeated explanation of these structural ele-
ments is omitted.

In addition, description will be provided in the following
order.

1. Overview of an image processing system according to an
embodiment of the present disclosure

2. Internal configuration example of a server

3. Face image replacement process

3-1. First face image replacement process

3-2. Second face image replacement process

3-3. Third face image replacement process

4. Conclusion

1. Overview of an Image Processing System
According to an Embodiment of the Present
Disclosure

First, an overview of an image processing system accord-
ing to an embodiment of the present disclosure will be
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described with reference to FIG. 1. As illustrated in FIG. 1,
the image processing system according to the embodiment of
the present disclosure includes a server 1 and a user terminal
2. In addition, the server and the user terminal 2 can be
connected to each other via a network 3.

The user terminal 2 is a communication terminal that a user
uses, and can be connected to the network 3 in a wireless or
wired manner. In addition, the user terminal 2 may be a
mobile telephone terminal, a digital camera, a video camera,
a PDA (Personal Digital Assistant), a PC (Personal Com-
puter), a portable game device, or the like, rather than a
smartphone as illustrated in FIG. 1. The user can upload an
actual image (photographed image) photographed using the
user terminal 2 or a photographed image included in the user
terminal 2 on a service site for SNSs or blog services via the
network 3.

Here, when a user does not want to reveal his or her face
appearing in the photographed image to the public or when
the face of another person appears in the photographed image,
the user generally attempts to protect the privacy by perform-
ing a process on the image and then uploading it so as to make
the face unrecognizable. For example, in order to protect
privacy of a person appearing in a photographed image 60 as
illustrated in FIG. 2, occluding the part showing the eyes of
the persons with censor bars as in a processed image 62, or
mosaicking the faces of the persons as in a processed image
64 has been known.

However, if such processing is performed on an actual
image, although privacy can be protected with such censor
bars and mosaicking, the image looks unnatural, causing a
feeling of discomfort.

Thus, focusing on the above-described circumstance, the
image processing system according to each embodiment of
the present disclosure has been created. According to the
image processing system according to each embodiment of
the present disclosure, privacy can be protected by converting
a face image of a person so as not to arouse a feeling of
discomfort.

To be specific, in the server 1, an image 36 is generated by
replacing a face region of a person appearing in a photo-
graphed image 30 transmitted from the user terminal 2 with
another natural face image according to human attributes of
the person, as illustrated in FIG. 1. A human attribute is, for
example, the age or sex of a person, and the server 1 can
generate the natural image 36 that arouses little feeling of
discomfort by replacing with another natural face image of
the same sex as the person appearing in the photographed
image 30. As described, by replacing the face image of the
person with another natural face image according to human
attributes, an image that arouses little unnatural feeling can be
generated while protecting the privacy of the person appear-
ing in the photographed image.

Note that, in the present specification, a natural face image
means an actual image (natural image) obtained by taking the
face of an existing person as it is or an average face image
(composite image) generated from actual images of the faces
of a plurality of existing persons.

Hereinabove, the overview of the image processing system
according to the embodiment of the present disclosure has
been described. Next, an internal configuration example of
the server 1 included in the image processing system will be
described in detail with reference to FIG. 3.

2. Internal Configuration Example of a Server

FIG. 3 is a block diagram illustrating a configuration of the
server 1 according to the present embodiment. As illustrated
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4

in FIG. 3, the server 1 has a CPU (Central Processing Unit)
10, a ROM (Read Only Memory) 11, a RAM (Random
Access Memory) 12, a natural face image DB (Database) 13,
aface region detection unit 14, a determination unit 16, a face
image replacement unit 18, and a network interface (I/F) 19.
Hereinafter, a configuration of each unit will be described.
(Natural Face Image DB 13)

The natural face image DB 13 is a storage unit in which
natural face images are stored. In the present specification as
described above, a natural face image may be an actual image,
or may be an average face image (composite image) gener-
ated from a plurality of actual images. An actual image is a
photographed image obtained by photographing the face of a
person who permits his or her face to be revealed to the public.
In addition, an average face image may be an average face
image generated for each human attribute such as sex, age,
race, skin color, hair color, eye color, and body type. In
addition, wearing or non-wearing of accessories such as eye-
wear, hats, earmuffs, headphones, or earphones (hereinafter
referred to also as wearing or non-wearing of eyewear, or the
like) may be added to the human attributes. This is because a
person’s wearing of such accessories over his or her face and
on his or her head affects his or her facial impression.

In addition, on a natural face image, an indication of being
a replaced image may be marked. Being a replaced image
may be expressed by, for example, adding a black point at a
predetermined position on the face image.

In addition, a natural face image may be an image that
includes at least a part of a face, or may be a natural image of
a face part, for example, an eye, a nose, or a mouth.

Note that an example of a natural face image stored in the
natural face image DB 13 will be described with reference to
FIG. 5 later.

(Face Region Detection Unit 14)

The face region detection unit 14 detects a face image
region in an image transmitted from the user terminal 2. To be
specific, the face region detection unit 14, for example, rec-
ognizes a face by analyzing an image, and thereby detects an
image region that includes at least a part of the face. In
addition, the face region detection unit 14 may detect a face
photographed at a size equal to or greater than a predeter-
mined size set in advance as a face image region. In addition,
the face region detection unit 14 may detect a face image
region from an area in an image designated by a user.
(Determination Unit 16)

The determination unit 16 determines a human attribute of
at least one face image in the face image region detected by
the face region detection unit 14. To be specific, the determi-
nation unit 16 may determine a human attribute based on a
face image, or based on a whole image (an image of a body
including the face image). Here, a human attribute is the sex,
age (generation), race, skin color, hair color, eye color,
nationality, body type, or the like of a person, and wearing or
non-wearing of eyewear, or the like may be added thereto. In
addition, the determination unit 16 may determine a human
attribute in such a way that an image of a face or a body is
extracted from an image, pattern-matching with a pattern for
attribute determination registered in advance is performed on
the image, and then the face, attire, and the like are analyzed.
(Face Image Replacement Unit 18)

The face image replacement unit 18 replaces the face
image region detected by the face region detection unit 14
with a natural face image of another person according to the
human attribute determined by the determination unit 16. To
be specific, for example, the face image replacement unit 18
extracts a natural face image of a person having the same
attribute as the human attribute determined by the determina-
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tion unit 16 (for example, having the same sex, age, race, skin
color, hair color, or eye color) from the natural face image DB
13, and replaces the face image region in the image with the
natural face image. In this manner, since the face image
region of the image is converted into another natural face
image such that the person appearing in the image is not
specified, the natural face image is also called an anonymous
face image. In addition, by replacing the face image region
with the natural face image of a person having the same
attribute as the human attribute determined by the determina-
tion unit 16, the face image replacement unit 18 can generate
areplaced image that is more natural and arouses little feeling
of discomfort. Note that, when a person of a face image wears
eyewear in an image, the face image replacement unit 18 may
replace the image with an eyewear-wearing face image, or
may replace the image with a face image without eyewear, or
the like and then perform image processing thereon so as to
make the person wear eyewear, or the like.

In addition, a replacement process by the face image
replacement unit 18 may be a method of overwriting a natural
face image on image data (original image) transmitted from
the user terminal 2, or may be a method of managing a natural
face image superimposed on a face region as a separate layer
from the original image.

In addition, the face image replacement unit 18 may extract
a natural face image that looks more natural and arouses little
feeling of discomfort during replacement according to the
state of illumination during photographing of the original
image, the location of photographing, image quality, and the
like, in addition to the human attribute. To be specific, when
natural light is used for illumination of photographing and the
environment is very bright, for example, the face image
replacement unit 18 extracts a natural face image that is
likewise photographed in a bright environment in which natu-
ral light is used.

In addition, the face image replacement unit 18 replaces a
face image with a natural face image of which at least one of
a size, an orientation, a facial expression, and the like matches
that of the face image appearing in an original image (photo-
graphed image) so that an image obtained from replacement
with a natural face image causes little feeling of discomfort.

In addition, according to a majority race residing in a
photographing location (having the nationality of the photo-
graphing location), the face image replacement unit 18 may
extract a natural face image of the race (nationality). Thus,
when a person visits a nation B on tour, for example, and
photographs an image in which a person from the same
nation, a nation A, is photographed, by replacing the image of
the person from the nation A with a natural face image of a
native ofthe nation B, privacy of the photographed person can
be protected, and it will be obvious that the replaced image is
photographed in the visited place of the nation B. In such a
case, the face image replacement unit 18 can generate the
image that looks more natural and arouses little feeling of
discomfort by extracting the natural face image of a native of
the nation B having the same human attributes such as the sex,
age, and the like of the person from the nation A photographed
in the original image.

Note that information on the state of illumination during
photographing, the location of photographing, image quality,
and the like may be determined by analyzing the original
image, or may be determined from meta data added to the
original image.

(Network I/F 19)

The network I/F 19 is a communication module for per-
forming transmission and reception of data between the user
terminal 2 via the network 3. For example, the network I/F 19
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6

according to the present embodiment receives a photo-
graphed image from the user terminal 2. In addition, the
network I/F 19 can also upload an image obtained from the
server 1 by performing a replacement process on a face image
by the server 1 on a predetermined service site via the network
3.

(CPU 10, ROM 11, and RAM 12)

The CPU 10 is a control unit that controls each constituent
element of the server 1. The CPU 10 controls each constituent
element according to a software program stored in the ROM
11. To be specific, the CPU 10 executes control to upload, for
example, an image that has undergone a replacement process
by the face image replacement unit 18 on a predetermined
service site. In addition, the ROM 11 stores the software
program, and the like necessary for the CPU 10 executing the
control. In addition, the RAM 12 is used as a work area when
the CPU 10 executes the control according to the software
program stored in the ROM 11.

Hereinabove, the configuration of the server 1 according to
the present embodiment has been described in detail. Next,
several examples of a face image replacement process
according to the present embodiment will be described.

3. Face Image Replacement Process

(3-1. First Face Image Replacement Process)

FIG. 4 is a flowchart showing a first face image replace-
ment process according to the present embodiment. As shown
in FIG. 4, the server 1 acquires (receives) image data from the
user terminal 2 in Step S103.

Next, the face region detection unit 14 of the server 1
detects a face image region from the image data in Step S106.
In this case, the face region detection unit 14 may detect a face
image region ina size equal to or greater than a predetermined
size without detecting a face image that is too small to specity
a person. Herein, FIG. 5 illustrates a diagram for describing
face image replacement according to the present embodiment
indetail. Asillustrated in FIG. 5, the face region detection unit
14 detects a face image region 32 in the photographed image
30 transmitted from the user terminal 2.

Then, the CPU 10 of the server 1 determines whether or not
the image is to be replaced with a natural face image in Step
S109. To be specific, the CPU 10 may determine replacement
with a natural face image when there is a replacement instruc-
tion from a user, or when anonymity on a service site on which
the image is going to be uploaded is not reliably ensured.

Next, when replacement is determined not to be performed
(NO in S109), the server 1 does not perform replacement of
the natural face image in Step S112, and then uploads the
image transmitted from the user terminal 2 on a predeter-
mined service site without change in Step S119.

On the other hand, when replacing with the natural face
image is determined (YES in S109), the determination unit 16
determines a human attribute of the person in the face image
region detected by the face region detection unit 14 in Step
S115. To be specific, the determination unit 16 determines
human attributes of the person 4 in the face image region 32
detected from the photographed image 30 as illustrated in
FIG. 5. In this case, the determination unit 16 extracts, for
example, an image of the face or the body of the person 4,
performs pattern matching with a pattern for attribute deter-
mination registered in advance, and thereby can determine
human attributes such as “nation A,” “female,” and “adult.”

Next, in Step S118, the face image replacement unit 18
extracts a natural face image from the natural face image DB
13 according to the human attributes determined by the deter-
mination unit 16, and replaces the face image region detected
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by the face region detection unit 14 with the extracted natural
face image. To be specific, as illustrated in FIG. 5, the natural
face image having the same attributes as the human attributes
determined by the determination unit 16 is extracted from a
plurality of pieces of natural face image data 131 stored in the
natural face image DB 13. The pieces of the natural face
image data 131 are classified for each human attribute as
illustrated in FIG. 5, and the face image replacement unit 18
extracts a natural face image 34 satisfying all of the human
attributes of the person 4 including “nation A,” “female,” and
“adult.” Then, the face image replacement unit 18 replaces the
face image region 32 of the photographed image 30 with the
extracted natural face image 34, and thereby generates an
image 36. As illustrated in FIG. 5, replacement of a face
image may be performed by replacing only the face with the
natural face image 34 using the head part (including the whole
hairdo) of the person 4 appearing in the original image (pho-
tographed image 30) as it is, or replacing the image with a
natural face image including the whole hairdo.

Further, the face image replacement unit 18 may replace
the whole person 4 including the body with a natural portrait
image including a face and a body. When the photographing
location of the photographed image 30 is the nation B, for
example, and when the person 4 is determined to have
attributes of a person of the nation A, the face image replace-
ment unit 18 may replace the whole person 4 with a natural
portrait image of a native of the nation B.

Next, in Step S119, the server 1 uploads the image obtained
from the replacement with the natural face image performed
by the face image replacement unit 18 on a predetermined
service site.

(3-2. Second Face Image Replacement Process)

In the first face image replacement process described
above, the determination unit 16 automatically determines
human attributes of a person of a face image region, however,
the face image replacement process according to the present
embodiment is not limited thereto, and for example, a user
may designate human attributes arbitrarily. Hereinafter, a
face image replacement process in which a user can arbi-
trarily designate human attributes will be described in detail
with reference to FIG. 6.

FIG. 6 is a flowchart showing a second face image replace-
ment process according to the present embodiment. As illus-
trated in FIG. 6, the server 1 presents an image including a
face image to the user terminal 2 in Step S123.

Next, in Step S126, the server 1 receives selection of a
single or a plurality of specific face images by a user. In other
words, the user operates the user terminal 2 to select a face
image region for the face image that the user wants to replace
from the presented image including the face image.

Next, in Step S129, the server 1 determines whether or not
the face image is to be replaced with a natural face image. To
be specific, the CPU 10 may determine to replace the face
image with a natural face image when there is a replacement
instruction from the user.

Next, when replacement is determined not to be performed
(NO in S129), the server 1 does not replace the face image
with the natural face image in Step S132, and then uploads the
image including the face image on a predetermined service
site without change in Step S142.

On the other hand, when replacing the face image with the
natural face image is determined (YES in S129), the CPU 10
determines whether or not automatic replacement is to be
performed in Step S135. To be specific, the CPU 10 deter-
mines automatic replacement to be performed when there is
no instruction from the user, automatic replacement is deter-
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mined, and determines manual replacement to be performed
when there is an instruction of manual replacement from the
user.

Next, when automatic replacement is determined (YES in
S135), in Step S138, the determination unit 16 automatically
determines human attributes of the person in the face image
region selected by the user in S126 described above.

Next, in Step S141, the face image replacement unit 18
extracts a natural face image from the natural face image DB
13 according to the human attributes determined by the deter-
mination unit 16, and replaces the face image region detected
by the face region detection unit 14 with the extracted natural
face image.

Then, in Step S142, the server 1 uploads the image
obtained from the replacement with the natural face image by
the face image replacement unit 18 on a predetermined ser-
vice site.

On the other hand, when manual replacement is deter-
mined (NO in S135), the CPU 10 receives the selection of the
human attributes by the user in Step S144. In other words, the
user operates the user terminal 2 to select, for example, the
nationality, the age, the sex, and the like as the human
attributes for replacement of the selected face image region.

Next, in Step S147, the face image replacement unit 18
extracts a natural face image from the natural face image DB
13 according to the human attributes selected by the user, and
replaces the face image region selected by the user with the
extracted natural face image.

Then, in Step S142, the server 1 uploads the image
obtained from the replacement with the natural face image by
the face image replacement unit 18 on a predetermined ser-
vice site.

As described above, the natural face image replacing the
face image region in the image can be designated by the user
manually selecting the human attributes.

(3-3. Third Face Image Replacement Process)

In the first and second face image replacement processes
described above, the face image replacement unit 18 auto-
matically performs extraction and replacement with a natural
face image according to human attributes, however, the face
image replacement process according to the present embodi-
ment is not limited thereto. For example, the face image
replacement unit 18 may extract a plurality of natural face
images according to human attributes, present them to a user,
and then perform a process of replacing with a natural face
image selected by the user. Hereinafter, a natural face image
replacement process in which a plurality of natural face
images are presented to a user will be described in detail with
reference to FIGS. 7 and 8.

FIG. 7 is a flowchart showing a third face image replace-
ment process according to the present embodiment. As shown
in FIG. 7, in Step S153, the server 1 presents an image
including a face image to the user terminal 2.

Next, in Step S156, the server 1 crops a replacement area
with a natural face image. To be specific, the server 1 may
receive selection of an area of the face image to be replaced
from the presented image including the face image according
to an instruction of a user, or may automatically present an
area including the face image as a cropping portion. Here,
FIG. 8 is a diagram of a display example of each image
presented by the server 1 to the user terminal 2 according to
the present embodiment. First, the server 1 presents, to the
user terminal 2, an area 42 cropped as an area of the face
image to be replaced out of the image including the face
image presented to the user as shown in a screen 40 of FIG. 8.

Next, in Step S159, the server 1 determines whether or not
the cropped area 42 is OK, according to a user operation.
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When the area 42 illustrated in FIG. 8 is OK, for example, the
user clicks an OK button (not illustrated) displayed in the user
terminal 2 to perform a decision process.

Next, when the cropped area is OK (YES in S159), the face
region detection unit 14 detects two face image regions from
the area 42 in Step S160.

Next, in Step S161, the determination unit 16 determines
human attributes of each person in the two face image regions
detected by the face region detection unit 14.

Next, in Step S162, the face image replacement unit 18
extracts one or more natural face image according to human
attributes of each person determined by the determination
unit 16 from the natural face image DB 13, and then presents
the images to the user terminal 2 as a group of candidate
replacement patterns. To be specific, as illustrated in the
screen 44 of FIG. 8, the group of candidate replacement
patterns 46 of the natural face images is displayed in the user
terminal 2.

Next, in Step S165, the face image replacement unit 18
enlarges and presents candidate replacement patterns
selected by the user from the group of candidate replacement
patterns 46. To be specific, as illustrated in a screen 48 of F1G.
8, when a candidate replacement pattern 46a among the group
of candidate replacement patterns 46 is selected, the server 1
enlarges the candidate replacement pattern 46a and presents
it to the user terminal 2. Note that the candidate replacement
pattern 46a is a natural face image according to at least a
human attribute such as the sex, or the age (generation) as
illustrated in FIG. 8, and the orientation of a face also serves
as an attribute of a candidate natural face image for each face
image in the area 42.

Next, in Step S168, the server 1 determines whether or not
the presented candidate replacement pattern is OK according
to a user operation. When the candidate replacement pattern
46aillustrated in the screen 48 of F1G. 8 is OK, the user clicks
the OK button (not illustrated) displayed in the user terminal
2 to perform a decision process.

Next, when the candidate replacement pattern is decided
(YES in S168), in Step S171, the face image replacement unit
18 generates an image obtained by performing replacement
with the candidate replacement pattern 46a of a natural face
image as illustrated in a screen 50 of FIG. 8, and presents the
image to the user terminal 2.

Then, in Step S172, the server 1 uploads the image
obtained by performing replacement with the natural face
image by the face image replacement unit 18 on a predeter-
mined service site.

As described hereinabove, in the face image replacement
process according to the present embodiment, a plurality of
natural face images are presented as a group of candidate
replacement patterns, and a user can select any candidate
replacement pattern.

4. Conclusion

As described above, in the image processing (face image
replacement process) system according to the present
embodiment, by replacing a face region detected from an
image with a natural face image according to human
attributes of a person in the face region, a replaced image that
is natural and gives little feeling of discomfort can be gener-
ated while protecting the privacy of the person.

Particularly, such protection of privacy has become ever
more important recently as photographed images including
face images are actively uploaded on service sites of SNSs,
blog services, and the like.
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In addition, there is an increasing possibility of being pho-
tographed without one’s awareness since surveillance cam-
eras have been installed in most places and map services for
displaying actual images of roads have been distributed. In
such cases, by replacing face image regions with other natural
face images, it is advantageous to generate replaced images
that are natural and give little feeling of discomfort while
protecting privacy.

Further, it is expected to be useful in realizing a new com-
munication system in which a huge amount of image sensors,
microphones, speakers and the like are widespread through-
out the world so as to be used as means for realizing expansion
of physical capabilities of users, and accordingly, communi-
cation terminals that individuals possess are no longer nec-
essary. If such a communication system is realized, there is an
increasing possibility of being photographed without one’s
awareness due to such image sensors (cameras) spread in a
wide range. In such a case, however, by replacing face image
regions with other natural face images, it is advantageous to
generate replaced images that are natural and give little feel-
ing of discomfort while protecting privacy.

Hereinabove, exemplary embodiments of the present dis-
closure has been described in detail with reference to the
accompanying drawings, but the present disclosure is not
limited thereto. It should be understood by those skilled in the
art that various modifications, combinations, sub-combina-
tions and alterations may occur depending on design require-
ments and other factors insofar as they are within the scope of
the appended claims or the equivalents thereof.

For example, the face image replacement unit 18 may
extract a natural face image according to the image quality
and resolution of an original image (photographed image) to
be replaced.

In addition, when it is difficult to extract a natural face
image according to human attributes of a person whose face
image region is detected, for example, the face image replace-
ment unit 18 may delete the image of the person from an
original image, or replace the whole image of the person with
another natural portrait image.

In addition, an image that has undergone a replacement
process with a natural face image may be set to return to an
original image (photographed image) before replacement
when a predetermined condition is satisfied. A predetermined
condition is a case in which there is an instruction of returning
a replaced image to an original image prior to replacement
from a person who appears in the photographed image, or the
like.

In addition, a natural face image may be a photographed
image (actual image) obtained by photographing the face of a
person who permits his or her face to be revealed to the public.
Thus, the server 1 may receive an actual face image of the
person who wants to allow his or her own face to be used and
store the image in the natural face image DB 13.

In addition, in the present embodiment, the server 1 is used
as an information processing device executing the face image
replacement process, however, the information processing
device according to the present embodiment is not limited to
the server 1, and may be, for example, the user terminal 2. To
be specific, the user terminal 2 can execute the face image
replacement process according to the present embodiment by
having constituent elements corresponding to the constituent
elements of the server 1 as illustrated in FIG. 3.

Additionally, the present technology may also be config-
ured as below.
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(M
An information processing device including:

a detection unit that detects a face image region in an
image;

a determination unit that determines a human attribute of at
least one face image the face image region detected by the
detection unit; and

a face image replacement unit that replaces the at least one
face image with a natural face image of another person
according to the human attribute determined by the determi-
nation unit.
(2
The information processing device according to (1), wherein
the human attribute is at least one of sex, age, race, skin color,
and body type of a person.
3)
The information processing device according to (1), wherein
the human attribute is a person’s wearing or non-wearing of
an accessory including eyewear, a hat, earmuffs, headphones,
and earphones.
“4)
The information processing device according to any one of
(1) to (3), wherein the face image replacement unit performs
replacement with a natural face image of another person
according to at least one of size and orientation of the face,
and a facial expression of a person of the at least one face
image.
©)
The information processing device according to any one of
(1) to (3), wherein the face image replacement unit performs
replacement with a natural face image of another person
according to a state of illumination during photographing of
the image.
(6)
The information processing device according to any one of
(1) to (5), wherein the face image replacement unit performs
replacement with a natural face image of another person
according to a location in which the image is photographed.
(7
The information processing device according to any one of
(1) to (6), wherein the face image replacement unit performs
replacement with a natural face image of another person
having a same human attribute by comparing the at least one
face image and natural face images stored in advance.
®)
The information processing device according to any one of
(1) to (7), wherein the natural face image is a photographed
image or a composite image.
©)
The information processing device according to (8), wherein
the composite image is an average face image generated
based on face images of a plurality of humans.
(10)
The information processing device according to (8), wherein
the photographed image is an actual face image of a person
who permits his or her face to be revealed to the public.
)
The information processing device according to any one of
(1) to (10), wherein the natural face image is an image that
includes at least a part of a face.
(12)
The information processing device according to any one of
(1) to (11), further including;

a storage unit that stores the natural face images.
(13)
The information processing device according to any one of
(1) to (12), further including:
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a control unit that controls uploading of, on a predeter-
mined service site, an image that is obtained from replace-
ment with a natural face image performed by the face image
replacement unit.

(14)

The information processing device according to any one of
(1) to (13), wherein the detection unit detects a face image
region from an area in the image that is designated by a user.
(15)

The information processing device according to any one of
(1) to (14), wherein the detection unit detects a face image
region in the image having a size that is greater than or equal
to a predetermined size.

(16)

The information processing device according to any one of
(1) to (15), wherein the natural face image is marked with an
indication that the natural face image is a replaced image.
(17)

The information processing device according to any one of
(1) to (16), wherein the face image replacement unit does not
perform replacement of a face image when the determination
unit is not able to determine the human attribute.

(18)

A non-transitory computer-readable storage medium having
a program stored therein, the program causing a computer to
operate as:

a detection unit that detects a face image region in an
image;

a determination unit that determines a human attribute of at
least one face image in the face image region detected by the
detection unit; and

a face image replacement unit that replaces the at least one
face image with a natural face image of another person
according to the human attribute determined by the determi-
nation unit.

What is claimed is:

1. An information processing device comprising:

a detection unit that detects a face image region in an

image;

a determination unit that determines a human attribute of at
least one face image in the face image region detected by
the detection unit; and

a face image replacement unit that replaces the at least one
face image with a natural face image of another person
according to the human attribute determined by the
determination unit and also according to a second
attribute,

wherein the second attribute is determined from metadata
added to the image when the image is originally cap-
tured, and

wherein the detection unit, the determination unit, and the
face image replacement unit are each implemented via at
least one processor.

2. The information processing device according to claim 1,
wherein the human attribute is at least one of sex, age, race,
skin color, hair color, eye color, and body type of a person.

3. The information processing device according to claim 1,
wherein the human attribute is a person’s wearing or non-
wearing of an accessory including eyewear, a hat, earmuffs,
headphones, and earphones.

4. The information processing device according to claim 1,
wherein the face image replacement unit performs replace-
ment with a natural face image of another person according to
at least one of size and orientation of the face, and a facial
expression of a person of the at least one face image.

5. The information processing device according to claim 1,
wherein the face image replacement unit performs replace-
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ment with a natural face image of another person according to
a state of illumination during photographing of the image.

6. The information processing device according to claim 1,
wherein the face image replacement unit performs replace-
ment with a natural face image of another person according to
a location in which the image is photographed.

7. The information processing device according to claim 1,
wherein the face image replacement unit performs replace-
ment with a natural face image of another person having a
same human attribute by comparing the at least one face
image and natural face images stored in advance.

8. The information processing device according to claim 1,
wherein the natural face image is a photographed image.

9. The information processing device according to claim 1,
wherein the natural face image is a composite image and the
composite image is an average face image generated based on
face images of a plurality of humans.

10. The information processing device according to claim
8, wherein the photographed image is an actual face image of
a person who permits his or her face to be revealed to the
public.

11. The information processing device according to claim
1, wherein the natural face image is an image that includes at
least a part of a face.

12. The information processing device according to claim
1, further comprising;

a storage unit including a memory that stores the natural

face images.

13. The information processing device according to claim
1, further comprising:

a control unit that controls uploading of, on a predeter-
mined service site, an image that is obtained from
replacement with a natural face image performed by the
face image replacement unit,

wherein the control unit is implemented via at least one
processor.

14. The information processing device according to claim

1, wherein the detection unit detects a face image region from
an area in the image that is designated by a user.
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15. The information processing device according to claim
1, wherein the detection unit detects a face image region in the
image having a size that is greater than or equal to a prede-
termined size.

16. The information processing device according to claim
1, wherein the natural face image is marked with an indication
that the natural face image is a replaced image.

17. The information processing device according to claim
1, wherein the face image replacement unit does not perform
replacement of a face image when the determination unit is
not able to determine the human attribute.

18. A non-transitory computer-readable storage medium
having embodied thereon a program stored therein, which
when executed by a computer causes the program causing a
computer to operate as execute a method, the method com-
prising:

a detection unit that detects detecting a face image region in

an image;

a determination unit that determines determining a human
attribute of at least one face image in the detected face
image region detected by the detection unit; and

a face image replacement unit that replaces replacing the at
least one face image with a natural face image of another
person according to the determined human attribute
determined by the determination unit and also according
to a second attribute,

wherein the second attribute is determined from metadata
added to the image when the image is originally cap-
tured.

19. The information processing device according to claim

1, wherein the metadata added to the image when the image is
originally captured indicates one or more attributes selected
from a group consisting of a state of illumination during
capture original image, a location of capture of the original
image, and a quality of the original image.

20. The non-transitory computer-readable storage medium
according to claim 18, wherein the metadata added to the
image when the image is originally captured indicates one or
more attributes selected from a group consisting of a state of
illumination during capture original image, a location of cap-
ture of the original image, and a quality of the original image.
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